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proprietary interest in trademarks and trade names other than their own trademarks and
trade names.
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Starting March 8, 2021, contractors must use FAS ID to access eOffer/eMod. GSA
eOffer/eMod users without a FAS ID are required to register. Please review the groups below
to determine your current status.

Group 1: Registration Required
Registration instructions begin on the next page (page 5)

Offerors/contractors that have not already registered for a FAS ID for another GSA application (FAS Sales
Reporting Portal (SRP), GSA Advantage Purchase Order Portal, GSA Vendor Portal, the Mass Mod Portal,
eBuy, etc.).

Note for New Offerors: please ensure that you are listed in the System for Award Management (SAM)
as one of the following points of contact:
a. Government Business POC
Electronic Business POC
Government Business Alternate POC
Electronic Business Alternate POC
Past Performance POC
Past Performance Alternate POC

-~ Do o0 o

Note for Current Contractors: please ensure that you are listed as an Authorized Negotiator on the
contract (with or without signing authority).

Group 2: Registration NOT Required
Login instructions begin on page 20

Offerors/contractors that are current eOffer/eMod users and use FAS ID for another application (FAS Sales
Reporting Portal (SRP), GSA Advantage Purchase Order Portal, GSA Vendor Portal, the Mass Mod Portal,
and eBuy). Your account will be validated based on you being an Authorized Negotiator on the contract. You
do not need to register.
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1 FAS ID Registration Steps

Step 1: Navigate to the eOffer/eMod home page at https://eoffer.gsa.gov/ and click on
Register Account to complete your one-time registration process.

eOffer/eMod

eOfferfeMod is a tool to submit Contract Offers and Contract Modification requests to GSA Federal Acquisition Service online.

Account Registration Contract Offers Contract Modifications FAS Sales Reporting
e 4| Register Account Prepare an Offer Submit a Modification Report Sales
Register new Account Prepare, Submit, or Update an eOffer Prepare, Submit, and Correct a Modification Report Sales Data
Request
Before you begin... Before you begin.

Before you begin

We have recently implemented a new Multi-factor authentication (MFA) process. This may result in a different experience the first time you log in. If you already have a registered FAS ID and you
are an existing eoffer/eMod user, you will be able to login using your FAS ID credentials
If you need a FAS ID:

1. Click the Register Account button and follow the steps for account creation

2. Once you activate your account through the email verfication, you can Igoin and setup your MFA process

Once you have your FAS ID:
1. Click on the Preapre and Offer or Submit a Modification option
2. Login using your FAS ID. You will then need to enter you DUNS number to enter into the eOffer/eMod process.
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Step 2: Enter your email address, first name, last name, and DUNS/UEI number, then click
Submit.

Create FAS ID

Email Address *
Please enter your FAS ID or Primary Email Address

First Name *
Last Name *

UEI Number*
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Step 3: If your credentials are successfully verified, you will be redirected to a success page with
details of the next steps to activate your Multi-Factor Authentication (MFA) account.

An email will be sent to the email address you provided for Registration with a link to complete
Activation of your account. Please continue to Section 2 on page 11.

Create FAS ID In

Success. To complete Sign up, Please chec

WOLIF

email to verity your FAS ID account
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Error Messages

NOTE: The system will display an error message in the following situations:

1. Your name & email are not listed in at least one of the Point of Contact fields in
SAM.gov:

Government Business POC, Electronic Business POC, Government Business Alternate
POC, Electronic Business Alternate POC, Past Performance POC, Past Performance
Alternate POC

e Please coordinate with your SAM.gov administrator to update the points of contact
in SAM.gov with your information.

2. Your name & email are not listed in your GSA contract as an Authorized Negotiator.
e Please coordinate with the Authorized Negotiator on your GSA contract to update
the contract with your contact information. You will need to be added as an
Authorized Negotiator to access eOffer/eMod.

3. DUNS/UEI number is incorrect/not valid.
e Your DUNS/UEI number can be searched on SAM.gov.
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Create FASID

Account could not be verified. Please

enter valid details

Email Address *
Please enter your FAS ID or Primary Email Address

First Name *

Last Name *

UE!I Number*

Submit

4. Your account is already registered. Please return to the eOffer/eMod home page and
click login instead.
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Create FAS ID

User already exists. Please login with
your credentials.

Email Address *
Please enter your FAS 1D or Primary Email Address

2 reimal

First Name *

First Name

Last Name *

UEI Number*

10
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2 Multi-Factor Authentication Activation Steps

Step 1: Proceed to your email inbox and select the Activate Account button from the email you

received.

General Services Administration - Welcome to Multi-
Factor Authentication!

Hi
GSA is using Multi-Factor Authentication to manage your credentials.

We have created a Multi-Factor Authentication user account for you.
Click the following link to activate your Multi-Factor Authentication account:

Activate Account f—

This link expires in 14 days.

Your username is

Your sign-in page for :

SRP : https://srp.fas.gsa.gov

GSAAdvantage : https://www.gsaadvantage.gov

EBuy : hitps://www.ebuy.gsa.gov

Purchase Order Portal : hitps:/www.poportal.gsa.gov

CORS : hitps://gsaadvantage-cors.fas.gsa.gov

AAC Inquiry : https://www.aacinquiry.fas.gsa.gov

GSA OMS Vendor Portal : https://www.orders-vp.fas.gsa.gov
Mass Mods : https://mcm.fas.gsa.gov

COPS : https://www.cops.fas.gsa.gov
eOffer/eMod : https://www.eoffer.gsa.gov

If you experience difficulties accessing your account, please contact the appropriate
GSA FAS Help Desk:
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Step 2: Enter and confirm your password
Step 3: Select and answer a security question

Step 4: Select a security Image

Step 5: Click on Create My Account

12
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Step 6: Setup your Multi-Factor Authentication method. This will be the method in which you will
receive your one-time code each time you log in to the system. Please review the choices carefully
and click Setup for your preferred MFA method.

Please note: If you choose the Google Authenticator option, please ensure that you have
the mobile app for Google Authenticator installed on your mobile device. This option will
ask you to scan a QR code to add the account to your Google Authenticator app so you can
complete activation and receive your MFA code.

Set up multifactor authentication

" Coogle Authenticator

13
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Email Authentication Multi-Factor Method
Step 7: Click Send me the code to receive the One Time Passcode (OTP).

Set up Email Authentication

Sernd a werification code to your registerad

email.

Step 8: Once you select the Send me the Code button, you will receive an email with the One
Time Passcode (OTP).

General Services Administration - Action Required:
Confirm your email address

Hi

You are receiving this email so we can confirm this email address for your account.

Please enter the following code for verification:

002109

If you experience difficulties accessing your account, or if you believe you received
this email in error, please contact the appropriate GSA FAS Help Desk:

14
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Step 9: Enter the One Time Passcode (OTP) and click Finish.

NOTE: If at any time you would like to add or remove your current method of
Authentication (from email to text, etc.), please contact the help desk at 1-866-472-9114.

Set up multifactor authentication

You can configure any additional optiona
Fm b b 4 - Fom
actor or clic }
Ernrnlled tartr
= H IS 1_LLN &
= Email Authentication (]
Additional optional factors

. Coogle Authenticator
) Enter single-use code from the

o 5MS Authentication
Enter a single-use code sent to your

mobile phone.

Setup

Y Vioice Call Authentication
k' Use a phone to authenticate by

Fry o sbT s achia=ttl suls &=

ollowing woice instructions
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Step 10: You will successfully be logged in to your FAS ID Account and able to view the GSA
applications associated with your FAS ID account. Click on the eOffer/eMod box to access the
system.

GSA Bk
b MyApps
® Work
Work
Add Sect
=
Notifications 1 . Offer Mod
Add Apps

SMS and Voice Authentication

Step 7: If you choose to utilize either SMS or Voice Authentication, you will be prompted to enter
in your 10-digit phone number, including the area code. Once you do, click Send me the Code. If
you choose SMS, you will receive a code in the form of a text message, and if you choose Voice,
you will receive a phone call with the code spoken to you. Both will be from random phone
numbers that you cannot reply or call back.

16
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=

Set up SMS Authentication

Enter your 10-Digit mobile number

Send me the code

X tO B3CLor list

Step 8: On the next screen, enter in the code that was texted or given to you over the phone, and

click Verify.

Set up SMS Authentication

Enter Code

Step 9: Once successful, you will be redirected to your dashboard where you can view all of the

17
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applications that are linked to your new MFA account. Click on the eOffer/eMod box to access the
system.

Q_ Search your apps

F My Apps

Notifications 1

Add Apps

Google Authenticator

Step 7: When you get to the Setup Google Authenticator page, simply select the radio button for the
device type you currently have for your phone. Make sure you have the Google Authenticator app
on your phone already, or you can download the Google Authenticator app from your phone’s app
store. Once you have the app, click Next.

18
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0

Setup Google Authenticator

®){iPhone

Android

” Download Google Authenticator from
the App Store onto your mobile

Step 8: On the next page, you will see a QR Code. Open the Google Authenticator app on your
phone and scan the QR Code by pressing the + button. You will then receive a 6 digit code that
updates automatically every 30 seconds. You can determine how much time is remaining by the
small circle next to the code. Once your code is active, you can click Next.

19
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Carner

=z 2:28 PM

Authenticator

Setup Google Authenticator

Scan barcode

Launch Google
Authenticator, tap the

“+7 icon, then select

iy
N

Scan barcode”

Can't scan?

20
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Step 9: Enter in the current 6 digit code from your phone into the box on the next page, and click

Verify.

Setup Google Authenticator

Enter code displayed from the application

Enter Code

Step 10: If successful, you will be redirected to your dashboard where you can view all of the
applications that are linked to your new MFA account. Click on the eOffer/eMod box to access the

system.

f My Apps
Work
Add Section @
Notifications 1

Add Apps

Q_ Search your apps

G5

eOffer eMod

21
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3 Multi-Factor Authentication Login Steps

Step 1: After successfully completing the Multi-Factor Authentication registration process or if
you are a member of Group 2, all future access will be performed by accessing Prepare an Offer
or Submit a Modification from the eOffer/eMod home page at https://eoffer.gsa.gov/.

eOffer/eMod

eOfferfeMod is a tool to submit Contract Offers and Contract Modification requests to GSA Federal Acquisition Service online.

Account Registration Contract Offers Contract Modifications FAS Sales Reporting
Register Account Prepare an Offer Submit a Modification Report Sales
Register new Account Prepare, Submit, or Update an eOffer Prepare, Submit, and Correct a Modification Report Sales Data
Request
Before you begin... Before you begin.

Before you begin

We have recently implemented a new Multi-factor authentication (MFA) process. This may result in a different experience the first time you log in. If you already have a registered FAS 1D and you
are an existing eoffer/eMod user, you will be able to login using your FAS ID credentials
If you need a FAS ID:

1. Click the Register Account button and follow the steps for account creation

2. Once you activate your account through the email verfication, you can Igoin and setup your MFA process.

Once you have your FAS ID:
1. Click on the Preapre and Offer or Submit a Modification option
2. Login using your FAS ID. You will then need to enter you DUNS number to enter into the eOffer/eMod process.

Step 2: Enter your FAS ID email and password, and then click Next.

Sign In

Cancel sign in

Need help signing in?

Don't have an account? Sign up

22
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Step 3: Validate your code from your MFA Authenticator to access eOffer/eMod. Alternatively,
if you chose another method of MFA, enter in the required information (e.g. code from SMS text
message, or the code from your email).

=

Sign In

Enter code displayed from the application

Enter Code

Send me the code

ot 10

23
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Sign In

Send the verification code to your registered
phone number

Send me the code

m

Step 4: You will successfully access the eOffer/eMod system. Please enter your DUNS/UEI
number to continue your work in the system.

eOffer

eOffer/eMod is a tool to submit Contfract Offers and Contract Modification requests to GSA Federal Acquisition Service online.

2]

Hello PAUL TRAN  Home Help

SIGN IN

Select a previously entered UEI: ¥  Remove entity from List

Or, enter a UEL:

24
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4 Cancel Login

The Cancel sign in link will cancel login and return you to the eOffer/eMod home page.

Sign In

IIIIIIIIIIIIIIIIIHHHHIIIIIIIIIIIIIIII

Cancel signin
Need help signing_in?

Forgot/Reset Password?

Help

Don't have an account? Signup
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5 Multi-Factor Authentication Account Forgot/Reset
Password Steps

Step 1: Click on Need help signing in? and select Forgot/Reset Password?

Sign In

Cancel sign in

Need help signing_in?

Forgot/Reset Password?

Help

Don't have an account? Sign up

26
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Step 2: Enter your email and click Reset via Email.

Reset Password

Reset via Email

Back to Sign In

Step 3: The confirmation page will show up

Email sent!

Email has been sent to 2! au@. ~~*__.com with
instructions on resetting your password.

Back to Sign In

27
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Step 4: Access the Reset Password link from the reset password email received from MFEA-No-
Reply+noreply@agsa.gov. Please check your Spam or Junk inbox folders in case you do not see the

email in your regular email inbox.

General Services Administration - Multi-Factor
Authentication Password Reset Request!

Hi David,

A password Reset request was made for your Multi-Factor Authentication account. If
you did not make this request, please contact the appropriate GSA FAS Help Desk.

Click this link to reset the password for your username, dj- . @, .com:

This link expires in 1 hour

If you experience difficulties accessing your account, please contact the appropriate
GSA FAS Help Desk:

For FAS SRP Support, Purchase Order Portal (Vendors):
Email: vendor.support@gsa.gov | Phone: 1-877-495-4849

For GSA Advantage, EBuy Buyer, AAC Inquiry, CORS Support :
Email: GSA.Advantage@gsa.gov | Phone: 1-877-472-3777, option 2

For GSAGlobal Supply/USMC Support:
Email: ncsccustomer.service@gsa.gov | Phone: 1-866-370-8894

For GSA Fleet Drive-thru, DRM and VFE Support:
Email: gsadrivethruhelp@gsa.gov

For GSA Short Term Rental (STR), Auto Auctions, Auto Choice, Auto Vendor and
GSA Fleet Automated Remarketing Module (ARM) Support:
Email: FleetAlert@gsa.gov

For FMVRS, FEDFMS and FMS2GO Support:
Email: gsafleet@gsa.gov

For Fleet2Go Support:

For GSA OMS Vendor Portal Support:
Email: eToolsHelpdesk@gsa.gov | Phone: 1-866-472-9114 option #7

For Mass Mods Support:
Email:eoffer@gsa.gov | Phone: 1-866-472-9114 option #1

For COPS Support:
Email: citypairstechsupport@gsa.gov

28
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Step 5: Answer your security question and click Reset Password. If you cannot remember the
answer to your security question, please reach out to the eOffer/eMod Help Desk:

Email: eOffer@gsa.gov

Telephone: (866) 472-9114

Answer Forgotten Password Challenge

What is the food you least liked as a child?

[ | Show

Reset Password

Back to Sign In

29
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Step 6: Enter and confirm your new password and click Reset Password

Reset your Okta password

Password requirements:

e At least 12 characters

* A lowercase letter

e An uppercase letter

e A number

* No parts of your username

* Does not include your first name

* Does not include your last name

* Your password cannot be any of your last
24 passwords

New password
I
© This field cannot be left blank

Repeat password

Reset Password

Signh Out

30
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Step 7: You will successfully log in to the FAS ID dashboard and see a list of applications in your
dashboard.

GSA Q_ Search your apps

b My Apps

Work
Add Section &)

s Gsa
Notifications 1

Add Apps

31
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6 Sign up for eOffer/eMod

Step 1: The Sign up link at the bottom will take the user to the registration page at any time during
the sign in process. If you are unsure if you have registered for your FAS ID, use this process to
quickly verify that your account is active.

SignIn

Cancel signin
Need help signing_in?
Forgot/Reset Password?

Help

Don't have an account? Sign up

32
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Step 2: This is the same registration page in Section 1 “Multi-Factor Authentication Registration
Steps”.

Create FAS ID

Email Address *
Please enter your FAS ID or Primary Email Address

First Name *

Last Name *

UEI Number*
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7 Abbreviations, Acronyms, and Definitions

The following abbreviations, acronyms, and definitions are used within this document and

throughout GSA.

GSA General Services Administration
OTP One Time Passcode

MFA Multi-Factor Authentication
UEI Unique Entity Identifier
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